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Fig．8．4．　Dependence　ofαon．4（¢）（θ＝0．01，η＝1．0，　Z）＝0．01，ゐ＝0．8，　E＝0．5，γ＝◎．9）．
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Fig．10．8．　Depe丑dence　ofαon」4αu（f）（Z）＝＝0ユ，為＝0．8，1ワ＝0．2，ア＝◎．9，θ＝0．01，η・＝0．1）．
10．5Concluding　Remarks
In　this　chapter，　we　have　proposed　two　software　safety　assessme丑t　models：the　software
reliability　assessmellt　model　with　safety，　a丑d　the　availability－inもensive　safety　assessment
mode1．　These　have　considered　theτa丑dom　occurrences　of　hazardous　conditions　in　system
operation．　The　stochastic　behaviors　of　the　software　system　in　dyllamic　e丑vironments　have
been　described　by　Markov　processes，　involving　the　software　re五ability　growth　process．
Several　software　safety／reliability　assessment　measures　have　been　deτived　f士om　these　two
models　and　the　numerical　examples　of　software　safety／reliab辺ity　measurement　have　been
illustrat　ed．　These　models　can　provide　quantit　ative　measures　of　software　safety，　which　have
scarcely　been　proposed　so　far．　III　particular，　it　is　very　lneaningful　that　this　work　suggests
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to　enable　quantitative　assess皿ent　of　simultaneous　software　safety　and　software　availability，
which　are　the　customer－orie丑ted　qua五ty　characteristics．
Part　IV

Chapter　11
Conclusion
This　dissertation　has　provided　seveΣal　Markovian　models　fbr　software　reliability，　availab伍ty，
and　safety　measureエnent　and　assessment．　The　main　contributions　obtained　a丑d　the　future
studies　remaiRillg　i丑the　respective　parts　are　summarized　as　fbllows：
Pαア紘1：5（ぴ老ωαγ　eRel‘α6‘1π3／．ルfαlelτη9
Chapteエ2has　given　a　software　rehabiHty　model　considering　the　imperfect　debugging　en－
vironment　where　faults　detected　are　not　always　corrected　and　yemoved　certainly．　Optimal
software　release　problems　based　on　this　model　have　also　been　discussed　by　illtroducing
the　totaユsoftware　cost　alld　theτeliabHity　requirement．　Chapter　3　has　reco丑structed　the
extended　imperfect　debuggillg　model　based　on　Chapteτ2by　assuming　that　there　e）dst　the
允ults　regenerated　during　the　testing　phase．　Estimatio丑of　unkユown　parameters　has　bee丑
discussed　and　the　applicatio丑examples　to　the　actual　testing　data　have　been　presented　in
this　chapter．　Several　quantitative　measures　useful　for　software　reliability　assessment　have
been　derived　from　these　models．
　　　　Esti皿ation◎f　cost　parameters　is丑ot　sも姐established　in　optimal　software　release　pΣob－
1ems．　Fuτthermore，　the　hazard　rate　for　F2，θ，　and　the　perfect　debugging　rate，ρ，　have　been
prespecified　in　Chapter　3．　Aエ1　expe£imental　method　fbr　settingθandρis　as　follows：By
analyzing　the　testing　data　observed　from　a　sim丑ar　software－production　project　experienced
be五）re，∫）can　be　set　to　the　ratio　of　the　numbe士of　faults　coτrected　perfectly　to　the　total
number　of　software　falures　observed　during　testing　time　inteTva1（0，　T］，　which　is　denoted
as　M6．　Moreover，　the　ratio◎f　the　number　of　F2　to　Mb，　which輌s　d飽oted　asγo，　is　fbund．
Since　a　lot　of　efforもs　are　needed　in　analyzing　a　testing　data，ρandアo　are　also　apPlied　to
s輌milar　new　projects．　If　M　so我ware　faiures　are　observed　during　testing　time　interva1（0，2「］
of　a　new　project，　then　we　can　determine　thatθ＝（γoM）／T．　Howeveτ，　it　is　necessary　to
allalyze　testing　data　in　detail　in　order　to　validate　the　assumption　of　two　types　of　s◎ftware
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鋤1ures．　V磁丘cation　of　the　validity　of　this　model　remains　a　future　problem．
Pαπ∬：3（沸ωαアe吻α‘励乞励Mo4el卿
The　second　paτt　has　discussed　sever泣stochastic　modeling　fbr　software　availabihty　measure－
ment　a丑d　assessme亘t　and　derived　quantitative　performaDce　measures　co丑sideTing　several
operatio丑al　environments。　Chapter　4　has　given　the　basic　software　availabi蹴y　model　with
only　up　and　dow丑state，　which　has　described　the　so我ware　reliability－growth　process　as
wel．　Chapters　5　alld　6　have　constructed　the　extended　software　availability　models　reflect－
i且gthe　useΣoperational　environment，　which　have　been　based　on　the　m◎del　in　Chapteτ4．
The　exist飽ce　of　software　faihres　due　to　operational　uses　deviating　froln七he　speci五cation
has　explicitly　been　considered　i丑Chapter　5　and　the　operational　res七〇ration　policy　without
debugging　in　Chapter　6．　Chapter　7　has　developed　the　software　availability　model　wi尤h
computation　by　assuming　that　a　system　can　have　two　di危rent　levels　in　us佼operation：
full　and　degeneτated　perfbrmance　leve1．　This　model　has　p£ov輌ded　a　perfbrmance　measure
considering　both　of　reliabihty　and　computation．　Such　measures　have　seldom　been　proposed
fbr　softwaτe　systems．　Chapter　8　ha3　presented　avaJlabUity　modeling　for　a　so丑ware－intensive
computer　system，　i．e．　a　hardware－software　system．
　　　　The　unknowmn◎del　parameters　must　be　est輌mated　based　on　the　ac七ual　data　in　order
to　assess　software　availability　with　these皿odels．　For　example，　the　vaユue　ofρin　Chap－
ter　6　can　be　set　to　the　ratio　of　the　number　of　rest◎τation　actions　with　debugging　to　the
tota1皿mber　of　restoratio丑actions　by　analyzing　the丘eld　restoration－data　observed　f士om
asimilar　software　pToduct　developed　before．　We　wil　also　apply　this　value尤o　siln且ar　new
software　products．　But　it　is　dif五cult　to　est輌mate　model　parame毛eΣs　immediately　by　using
the　tesもing　or丘eld　data　observed　fごom　new　software　products　themselves．　h　particular，
it　is　Ilecessary　to　equip　the　data－collecti◎n　procedures　fbr　measuring　the　actual　restoration
times　during　the　ope壬ation　phase．　The　fUtuτe　study　is　to　estab五sh　the　practical　estimation
method　of　unk丑ow丑parameters．　In　Chapter　7　it　seems　that　we　can　expand　our　model
by　considering　multilevel　perfom領ce　degeneration．　However，　it　may　beもoo　dif6cult　to
analyze　the　extended　model　by　a　Markov　process．
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　　The　third　part　has　deaユ毛with　stochastic　modeling　for　software　safety　measurement　based　on
　　the　software　reHability／availab迅ty　models　discussed　in　the　preceding　two　parts．　Chapter　g
　　has　p壬ese丑ted　software　safety　Inodehllg　by　assumi丑g　that　software　faHure－occurre丑cesエnay
　　induce　uユsafe　states．　Chapter　10　has　developed　two　software　safety　assessment　models
　　considering　that　a　system　in　operatioll　may　induce　unsafe　states．　The　software　safety
　　metrics　defined　asもhe　probability　that　a　systeln　does丑ot　fall　i丑to　any　uRsafe　states　at
　　aspeci丘ed　time　point　have　been　deエived　from　those　software　safety　models．　It　is　very
　　meaningful　to　have　provided　quanti垣tive　safety　measures　for　software　sys七ems．
　　　　　　GeneraUy，　it　is　di伍cult　to　estimate　the　parameters丈elated　to　safety；for　example，ρ1
・and　7　in　Chap七er　g　andθa丑dηin　Chapter　10．　We　may　be　able　to　apply　quaHtative　methods
　　foτsoftware　safety　analysis　such　as　FTA　a且d　FMEA　in　order　to　estimate　such　parameters．
　　Reasonable　estilnation　of　those　model　parametersτemains　a　fut田e　pエoblem．　Moreover，　the
　　models　in　Chapter　l◎deal　with　software　safety　and　reliability　facもors　indep飽dently，輌．e．
　　θandηhave　no　concem　with七he　cumulative　number　of　corrected　faults．　However，　there
　　may　be　cases　where　these　two　factors　have　a　strong　relation．　It　is　an　interesting　problem
　　to　co蕊struct　models　corτelating　safety　factors　with　software　reliability　growth．
　　　　Most　results　derived　in　this　dissertation　have　been　obtained　as　closed　fbrms．　Thus，
we　can　evaluate　perfbrma丑ce　measures　easily｝speci垣ng　each　model　parameters．　On　the
other　ha丑d，　ill　genera1，　va亘ousτestrictions　are　more　imposed　on　the　development　of　models
in　Inathelnatical　modeling　tha丑simulation　modeling．　For　example，　it　is　assumed　that　the
restoration　times　are　distributed　expo丑entially　over　this　dissertatio丑．　HoweveΣ，　it　is　not
saidもhat　this　assumption　is　realistic．　If　restoτation　times　are　assumed　to　be　dist∫ibuted
generaユ1y，　computation　of　perfbrmance　measures　seems　to　be　much　complicated．　It　is
an　interesting　p£oblem　to　c◎mpare　analytical　mode1短g　with　simulation　one．　Moreover，
establishment　of　application　of　our　models　to　practical　problems　co丑cerned　in　the　software
Pτoject　managelnent　remains　as　advanced　research　works．
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